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Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from ttie mailing date of ttiis communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133), 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1 )^ Responsive to communication(s) filed on 30 June 2006 . 
2a )□ This action is FINAL. 2b)|^ Tiiis action is non-final. 

3) Q Since tiiis application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) ^ Claim(s) 1-26 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) 13 Claim(s) 26 is/are allowed. 

6) ^ Claim(s) 1^5 is/are rejected. 

7) ^ Claim(s) 6-25 is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

^0)\Z\ The drawing(s) filed on is/are: a)^ accepted or b)^ objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 

1 . This action is in response to the application filed on 06/26/2007, in which claims 
1-26 are presented for the examination. 



Information Disclosure Statement 

2. The Information Disclosure Statement (IDS) submitted on 06/02/2008 is in 
compliance with the provisions of 37 CFR 1 .97. Accordingly, the IDS statement is being 
considered by the examiner. 

Drawings 

3. The subject matter of this application admits of illustration by a drawing to 
facilitate understanding of the invention. Applicant is required to furnish a drawing 
under 37 CFR 1 .81 (c). No new matter may be introduced in the required drawing. 
Each drawing sheet submitted after the filing date of an application must be labeled in 
the top margin as either "Replacement Sheet" or "New Sheet" pursuant to 37 CFR 
1.121(d). 

Claim Objections 

4. Claim 18 and 22 are objected to because of the following informalities: Claim 18 
and 22 consist asterisk. Removing of astehsks is required. 



Examiner's Note 
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5. Examiner would lil^e to get tine clarification on the parentheses included in claims 
1,4-5, 12, 17, 19, 20-23. 



Allowable Subject Matter 

6. Claims 6-25 are objected to as being dependent upon a rejected base claim, but 
would be allowable If rewritten in independent form including all of the limitations of the 
base claim and any intervening claims. 

7. Claim 26 is allowed. 

8. Claim 26 is indicated as allowable and the following is a statement of reasons for 
the indication of allowable subject matter: Upon searching variety of databases, the 
examiner considers "execution branches converge whose number is greater than a 
certain threshold and/or those which are entry points of subroutines and/or of exception 
handlers, and in that said assigned value is a given value and/or any value determined 
by random drawing and/or a program expression determined by previous analysis as an 
invariant at the program point under consideration" in claim 9, in conjunction with all 
other limitations of the dependent and independent claims are not taught nor suggested 
by the prior art of record (PTO-892). Therefore, claim 26 is hereby allowed. 
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Claim Rejections - 35 USC § 102 

9. The following is a quotation of tlie appropriate paragrapins of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1 ), (2), and (4) of section 371 (c) of this 
title before the invention thereof by the applicant for patent. 

10. Claims 1 , 3-4 are rejected under 35 U.S.C. 102(e) as being anticipated by Farchi 
et al. (US 6,978,444, referred herein after Farchi). 

As per claim 1, Farchi discloses method for controlling program execution 
integrity by verifying execution traces (Fig. 1 , Col. 2, lines 55-67), 
comprising: updating a trace print representing an execution pathway 
and/or handled data on program execution (Col. 3, lines 14-24), comparing 
said trace print (current value, calculated dynamically) with an expected 
value (fixed statically, equal to a value the trace print should have if 
program execution is not disturbed) at determined points of the program 
(Fig. 2, Col. 3, lines 14-24), performing special treatment if the current trace 
print differs from the expected value (Fig. 2, col. 3, lines 14-24, where id both 



Application/Control Number: 10/585,140 Page 5 

Art Unit: 2114 

values do not match a debugger is involved wliicli is considered as a special 
treatment as claimed). 

As per claim 3, Farchi discloses method as in claim 1, wherein said trace 
print only concerns critical code fragments of the program and/or program 
status which is considered critical (Fig. 1 , Col. 2, lines 55-67). 

As per claim 4, Farchi discloses method as in claim 1, wherein said trace 
print is calculated incrementally along the execution pathway of the 
program by successive composition of a function of which one argument is 
the current trace print value and another argument is a specific observation 
data item at point and time of trace print updating (program status and/or 
program execution point and/or handled data) (Fig. 2, Col. 3, lines 14-24). 

Claim Rejections - 35 USC § 103 

1 1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 

forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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12. Claims 2 and 5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Farchi in view of Padawer et al. (US 5,124,989). 



As per claim 2, Farchi discloses method as in claim 1, wherein the special 
treatment of the program if the current trace print differs from the expected 
value (Fig. 2, col. 3, lines 14-24), 

Farchi does not specifically discloses consists of securitizing certain data 
and/or alerting a user of the ill-functioning by a sound or visual signal 
and/or interrupting the execution of said program whether definitively or 
not; 

However, Padawar discloses the above claim limitations, (Padawar, Fig. 3, step 
251, Col. 7, lines 62 thru col. 8, lines 1-17); 

Therefore it would have been obvious to the one of ordinary skill in the art at the 
time of invention to incorporate teaching of Padawar's method into Farchi's 
method because one of the ordinary skill in the art would have been motivated to 
take action to properly correct the error (Col. 8, lines 10-14). 



As per claim 5, Farchi discloses method as in claim 4, wherein Farchi does 
not specifically discloses said function consists of one of the following 
functions: checksum, linear congruency, cyclic redundancy check (CRC), 
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cryptographic tracing print (digest), or combination of the following 
operations: addition, subtraction, or exclusive logic (xor) with a constant or 
with said observation data item; rotation of a constant number of bits; 
multiplication by an uneven constant; 

However, Padawer discloses tine above claim limitations, (Padawer, Fig. 3, step 
204, Col. 3, lines 3-36, Col. 7, lines 62 thru col. 8, lines 1-17); 

Therefore it would have been obvious to the one of ordinary skill in the art at the 
time of invention to incorporate teaching of Padawar's method into Parch i's 
method because one of the ordinary skill in the art would have been motivated to 
take action to properly correct the error (Col. 8, lines 10-14). 



Conclusion 

1 3. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See form 892. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KAMINI PATEL whose telephone number is (571)270- 
3902. The examiner can normally be reached on Monday to Thursday,6am-4:30pm 
EST. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Scott Baderman can be reached on 571-272-3644. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Scott T Baderman/ 

Supervisory Patent Examiner, Art Unit 21 14 

/Kamini Patel/ 
Examiner, Art Unit 2114 



